


Track 1 Hall
isroom GP-Z-411

TIME

0800

08:45

0900

1000

1030

1045

1115

1200
1300

1345

1445

1530

1545

1630

1730

1745

SPEAKER

Josh and Brodie

Cristina Cifuen-
tes

Brendan Scarvell
Morning Break

Ryan Williams

John Uhlmann

Lunch Break

Cameron Fair-
bairn

Warren James

Andy Yang

Afternoon Tea
Break

Jess ‘GirlGerms’
Dodson

Kaif Ahsan &
Kumar Soorya
Nomad

Brodie and Josh

SESSION
Doors and Check In Open (All Day)

Welcome to BSides Brisbane 2024

Keynote: From Student of Compilation to
Mother of Decompilation -- 30 years edition

Hacking the Netcomm NF20MESH Router ..again

Simboxes & Scams - The Long Road to SS7

Kernel ETW is the best ETW

From Past to Present: The Evolution of
Command and Control

Detection Engineering, the why’s, what’s and
how it fits into the bigger picture

A Journey from Pentest to Red Team Operation

When it SIEMs like you're doing it all wrong...

Live Hacking Marathon: Breaking The Supply
Chain

CTF Close Out

Conference Close Out



Track 2 hall
is room GP-Z-401

TIME SPEAKER SESSION

800 Venue Open for Check In
0900

1000 Kelsey-Lee Stay  There’s a ‘U’ in security team

1030 Morning Break —_

1045 Jim Burger Is the future really “passwordless”? Exploring
WebAuthN and Passkeys
1130 Ben Gittins Getting Comfortable in the Grey: an argument

for generalists in cyber security
1200 Lunch Break _—

1300 Cole Cornford AppSec Tales and Fails

1330 Nick Young Cyber Security Strategy: A 3 Step Guide

: 1400 Bec Caldwell Ecosystems of Safety: Pollen, Perspectives, and
Predicting Cyber Threats

14:30 Paul McCarty The “Holy Trinity” of Offensive Security
Practices: How bug bounty, penetration testing
and red teaming can work together to deliver
security “Nirvana” for your organisation

1500 Kristine Sihto Clash of the Jargon - Simplify for understanding
1530 Afternoon Break ——-

1545 Andrew Rooke Alternative Cyber Careers - Solution and
Enterprise Security Architecture

Nicole Murdoch Where Inventors Need to Start
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AUDAX AT FIDELIS

Queensland
Government

The Queensland Government Cyber Security Unit (QGCSU) is
dedicated to improving cyber security in Queensland.

The QGCSU sets cyber security policy and guidance for the
Queensland public sector, managing a number of whole-
of-Government cyber security services, developing a public

sector cyber workforce and supporting the development of the
Queensland cyber security industry.
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Big Salad Espresso 5

Located in the lobby
Z Block

Origin Kebab
Located P Block
Level 3 Food Court

Teppanyaki Time
Located P Block
Level 3 Food Court
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WHERE TO @
GEY CAFFEINE V.

For Emergencies, call 000
(then call +61 7 3138 8888)

Big Salad Espresso
Located in the lobby
Z Block



BUILDING
BUSINESS
RESILIENCY

Fortifying defence through
targeted offence
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ROOMS GP-Z-606
& GP-z-607

LR O R

; S
HARDWARE HACHER
UILL“GE PLC Skilltester

Turnstile Hacker
Lockbox

Room GP-Z-504 City Power Grid

DFIR — BODDM SD3

BRPENIC - BDDDM 413
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BRDGE TIPS

SEVERAL TRAMSHMITTERS ARE LOCATED ARDUNMD THE IIEI!II.IE’ STRANMD HI'.I.'II[I

i A FEW METERS TO UPDATE YOUR BADGE

%,
&
{’:'4{/4, DD vOU KMOW YOUR BRDGE RAMGE CAM BE EXTEMDED BY FIMDING

“
‘%:2{;',4' THE OPTIMAL LEMGTIH, THESE BADGES ODPERATE AT 433MHIE
4

THE BRDGCE RECEIVER HAS AM ADJUSTREBLE PDY, MNDT

RECEIVING ANYTHING? TRY ADAUSTING l'.l'!




McGr-atHNicoI

McGrathNicol advisory helps organisations navigate the challenging .and
complex landscape of business decisions.

We specialise in cyber defence and vulnerability management, offensive security
testing, governance and strategy, incident response, and.digital forensics.

Qur national presence of specialists have deep-experience in identifying the
best path forward, mitigating enterprise and cyber risk, managing change, and
driving growth in organisations from all sectors.
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